DEPARTMENT OF THE NAVY

NAVAL EDUCATION AND TRAINING PROFESSIONAL
DEVELOPMENT AND TECHNOLOGY CENTER
6490 SAUFLEY FIELD ROAD
PENSACOLA, FLORIDA 32509-5237

IN REPLY REFER T

NETPDCTI NST ' 5200. 1
Code 00C

NETPDTC | NSTRUCTI ON 5200, 1 13 OCT 2000

Subj:  MANAGEMENT CONTROL PROGRAM

Ref (a) CNETINST 5200. 6C

(b) Federal Managers, Financial Integrity Act (FMFIA) of
1982 (31 U S. Code 3512)

(c) Standards for Internal Control in the Federa
Gover nment ( GAQ Al MD- 00- 21. 3. 1)

(d) OvB Grcular A-123 (NOTAL)

(e) SECNAVI NST 5200. 35D ( NOTAL)

(f) OPNAVI NST 5200. 25C

(g) CNO I'tr Ser NO9B21G 7U508446 of 15 Dec 97 (NOTAL)

(h) CNO Managenent Control Program Manual'

(i) CNETINST 5000. 4A

(j) CNETINST 5040.6B - MCA Schedul e

(k) OPNAVI NST 3500.39 - ORM

Encl : (1) Flowchart of the Managenment Control (MCP) Program

(2) CGeneral Information - MC Program

(3) NAVEDTRACOM Work Processes (WPs)/Assessable Units
(AUs) Inventory

(4) Internal Control System Test and Qperational Risk
Managenent Assessnent (CNET 5200/ 25)

(5) Sanple Flowchart and Test

(6) Sampl e NEPTDTC Managenent Control Certification

St at enent

1. Purpose. To supplenent reference (a), assign
responsibilities, and provide guidance and procedures to

i npl emrent an effective and efficient activity Managenent Contro
Program (MCP). References (f) and (h) apply. This instruction
has been extensively revised and nust be read in its entirety.

2. Cancel | ati on. NETPMSAI NST 5200. 1C

3. Scope. Al commanders and commanding officers are responsible
for establishing and nmonitoring internal controls (or managenent
sareguards) for their commands. References (a) through (k)

apply. Internal controls are built into the work process to
provi de reasonabl e assurance that resources are safeguarded,;
information is accurate and reliable; laws, regulations, and
policies are adhered to; and econony and efficiency are achieved.
As such, the MCP applies to all NETPDTC programs and functions.
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4. Background

a. The Budget and Accounting Procedures Act of 1950
requi red that each agency head establish and maintain a system
of accounting and internal controls.. The expectation was that
such a system would help dimnish fraud, waste, abuse, and
m smanagenent in Federal Governnent operations. In August 1980,
the Act notw thstanding, the CGeneral Accounting Ofice (GAO
reported that w despread internal control breakdowns continued
to occur in the Federal Governnent.

b. As a result of the GAO findings, the Congress passed
reference (b) in Septenber 1982. The FMFI A nandates that each
executive agency's internal accounting and adm nistrative
controls be established in accordance with standards prescribed
by the Conptroller Ceneral. In reference (c), the GAO provides
the standards for internal control in the governnment. Further
the Act requires that OVB: in consultation with the GAQ publish
gui delines for agencies to use in establishing, nmaintaining,
eval uating, inproving and reporting annually on their internal
control systens. The OVB guidelines are spelled out in
reference (d). The annual report of assurance from the head of
each executive agency is submtted to the President and
Congress. It attests to the agency's efforts to conmply with the
requirenents of the Act. The statenent shall describe the

agency's internal control weaknesses, if any, and corrective
pl ans.

c. In reference (e), SECNAV places strong enphasis on
adhering to the principles of FMFIA The MC Program enconpasses
all progranms and functions within Navy, not just the conptroller
functions of budgeting, recording, and accounting for revenues
and expenditures. Managers are required to incorporate basic
managenent controls into the strategies, plans, guidance, and
procedures governing their prograns and operations. SECNAV
requests that reviews be conducted annually vice every 5 years.

d. References (f) through (h) provide basic guidelines for
i npl ementing the MC Programin commands reporting to CNO.  This
instruction is intended to supplenent CNO gui dance.

5. D scussi on.

a. FMFI A requires nmanagers to be active participants in the
stewardship of Federal resources. The DON MC Program i npl enments
the law in the Navy. Al MANAGERS (not solely the conptroller)
are accountable for establishing, maintaining, evaluating, and

inproving internal control systens for their respective
processes.
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b. Internal/managenent controls are the organization
policies, and procedures used to reasonably assure:'

Prograns and operations achieve intended results.

(1) Resources are used consistent with the Navy's
m ssi on

(2) Prograns and resources are protected from fraud,
wast e, abuse, and m smanagenent.

(3) Laws and regul ations are foll owed.

(4) Reliable and tinely information i s obtained,
mai nt ai ned, reported, and used for decision naking.

c. SECNAV stresses that Mnagenent Controls are to be
integrated into the daily practices of all managers, and shall

(1) Enconpass: all operations and m ssion
responsibilities of an organization.

(2) Not-be duplicative of existing information that
pertains to evaluating the effectiveness of nmanagenent controls.

(3) Be advocated and supported by organizational
| eader ship.

(4) ldentify, report, and correct nmaterial weakness.
These are instances where internal controls are not in place,
not used, or not adequate. The attention of the next higher
| evel of managenent is required.

d. The concept behind the MC Programis to use existing
met hods for. gauging the health of mssion and support processes.
A neani ngful assessnent of the safeguards is nore inportant than
a rigid formal docunentation of the assessnent.

e. Enclosure (1) provides a flowhart to illustrate the
process steps associated wth this program

6. Relationship of the Command Eval uation (CE), Prograni Loca
Audit Function to the MC Program Reference (i) provides CNET
policy and guidelines for conducting reviews/audits. The MC
Program is a manager's self-assessnment tool; the CE

Progranf Local Audit Function is a disciplined in-house method
for performng independent reviews/audits of activity
operations. It is an internal nmechanismfor detecting and
correcting a condition that may adversely inpact m ssion
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command integrity, or the econom cal use of resources. During
reviews/audits, internal controls are routinely evaluated for
adequacy. Were warranted, reconmmendations are directed to the
appropriate nmanager for corrective action. The individual
performng the review audit is not responsible for establishing,
mai ntai ning, or inproving internal controls. This falls under
managenent' s purvi ew.

1. Relationship of |Immediate Superior in Command Oversight/

M ssion Capability Assessnment (MCA) to the MC Program  The M
Program dovetails MCA. Reference (j) provides the quidelines
for performng an MCA. By conpleting the process analysis
associated with the MC Program a comrand can al so

si mul taneously prepare for an MCA. This approach allows the
command to stay in a perpetual state of readiness for any

i nspection or review. This nethod gives a conmand a vehicle to
qui ckly gauge the health of its processes with very mninal
investment of time and effort.

8. Relationship of Operational R sk Managenent (ORM to the MC
Program ORM invol ves identifying hazards, assessing risks, and
i npl ementing controls to reduce the risk associated with any
operation. Cuidelines for the ORM process are discussed in
reference (k). An operation should be continuously nonitored
for effectiveness of controls and situational changes. The work
process flowharts devel oped through the MC Program provide a
solid framework for assessing risks and evaluating the
effectiveness of controls. The flowhart pictorially displays
pul se points that permt a rapid prelimnary eval uation of

vari ous aspects of risk. This nethod allows the nmanager to
identify and isolate risky areas very rapidly. Consequently,
managers are able to make informed decisions about how best to
approach risk

Definitions

a. Pertinent terms are-- listed in enclosure (2).

b. Major DON Functional Categories are discussed in

enclosure (2). Only 13 of the 15 categories apply to the
NAVEDTRACOM

10. Policy. It is the policy of CNET that all NAVEDTRACOM
activities develop, inplenent, maintain, review, and inprove
accounting and admnistrative controls. On an ongoing basis,
all conmmands mnust be vigilant concerning the adequacy of
internal control systens. Al levels of nmanagenent shall
conply with the guidelines of this instruction.
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11. Procedures. The MC Program includes the follow ng ngjor
steps. Review enclosure (1).

a. Oganize the Process. The commanding officer will
formal |y designate an MC Program coordinator for the command.
This may be the Command Eval uation Oficer/comand auditor or
anot her seni or manager. The typical duties of an MC coordi nator
are discussed in enclosure (2).

b. Segnent the Activity and Assign Responsibilities

(1) Categorize command WPs/AUs by DON Functiona
Categories. See enclosure (2) for the categories. A process
inventory should reflect the command's m ssion and associ at ed
support elenments. For each process, ensure that a responsible
manager (process owner) is identified.. Enclosure (3) provides a
conpr ehensi ve NAVEDTRACOM i nventory/ menu of potential WPs/AUs
that may be applicable to a command. The inventory has col umms
to identify cognizant and interested nanagers. "Cogni zant",

i ndi cates sonme degree of responsibility for the WPs/AUs.
“Interest"” shows a need for awareness.

(2) Based upon mission and associ ated support, conmmands
may have significantly different inventories. To evaluate the
work process, develop a one-page mid-level linear flowchart.

The flowchart should show the process from start to finish.
Encl osures (1) and (5) provide two exanples. An inportant by-
product of a flowchart is the identification of pulse points
that permt routine testing for effectiveness, efficiency, and
econony.

(3) The flowchart defines how the process works. It
shows interrelationships with other processes, as well as
redundanci es. Internal control points are displayed in the form
of process and decision steps, which serve as prine pul se
poi nts. Each pul se point becones a quality indicator that can
be quickly assessed for efficiency, effectiveness, and econony.
This assessnent provides a picture of risk and vulnerability to
I nternal control breakdowns. This characteristic of the
flowhart also affords a non-subject matter expert an
opportunity to nmake a reasonabl e assessnment. Utimately, this
approach permts the commandi ng officer/executive officer an
opportunity to swiftly evaluate conmand processes w thout
bogging down in mnutia. For this reason, flowharts are
i nval uabl e turnover tools.

(4) Flowcharts provide very useful tools for
establishing and evaluating a nost efficient organization (NMEO.
They are invaluable instrunments for displaying how a process
wor ks and the location of internal control points. By
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identifying process conponents and interrelationships, comrands
are in a better position to ensure work is properly gauged.

This helps to focus on efficiencies and isolate redundancies. A
wor k measurenent cal culation can be conputed for each process
step and decision point. This pictorial presentation with
supporting data permts the MEOto be readily verifiable.

C Internal Control System Test and ORM Assessnent

(1) For the work process, test one or two internal
control or pulse points on the flowhart. This can be
acconpl i shed by one of four nmethods - (1) a physical inspection
or wal k-through of the process, (2) review ng docunents, (3)
conducting interviews, and (4) evaluating data. Use enclosure
(4) to docunent test -results. Retain with the flowhart. Wen
necessary, take the appropriate corrective action.

(2) Pursuant to reference (k), determne if the process
has had an ORM Assessnment. Are actions being taken as a result
of the assessnent? Indicate the results on enclosure (4).

(3) Enclosure (5) illustrates a flowhart- and test.

d. Submt Annual Mnagenent Control Certification
St at enent s. In preparing the annual statenent, consider

paragraph 5 above Encl osure (6) provides a NETPDTC sanpl e
format.

(1) To ensure the existence of a clear audit trail of
accountability at the activity level, department heads shall
submt an annual certification statement to the head of the

activity. This certification is required regardless of the
exi stence of material weaknesses.

(2) When appropriate, report on the follow ng issues.
See attachnments A and B to enclosure (6) for a sanple fornat.

(a) Major acconplishnments (use CNET 5200/19).

(b) Material weaknesses that are not correctable
at the local |evel (CNET 00/17).

(c) Status of corrective actions on weaknesses
not previously reported as closed (use CNET 5200/17).

(3) Chief of Naval Air Training and Commander, Naval
Training Center, Geat Lakes shall submt, a consolidated
statement covering both headquarters and subordi nates. Conmmands
reporting directly to CNET wll provide certification statenents
to CNET (Code DOGR) according to the above guidelines.
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e. Annual Reporting Requirenments. The certification
statement is due to CNET annually by 1 Septenber.

12.  Action

a. Heads of Activities

(1) Conply with the policies' and procedures set forth
in this instruction.

(2) Ensure that all responsible nmanagers actively
participate in the MC Program and that their participation, is
consi dered during annual performance eval uations.

(3) Ensure that appropriate training is provided to
responsi bl e managers and MC coordi nators.

(4) Provide your current point-of contact and Phone
nunber to CNET (Code OOGR), via phone, by 1 March each year
Commer ci al tel ephone nunber is (850)452-4867 or FAX (850)452-
8959. DSN prefix is 922.

b. Activities Reporting Directly to CNET. Conplete the
above actions and the foll ow ng:

(1) Ensure appropriate managers evaluate field |evel
reports pertaining to their area of responsibility and alert
ot her cogni zant comrands of unusually good or bad conditions
reported.

(2) Ensure planned actions for correcting materi al
weaknesses are conpleted in a tinmely manner.

13. Forns. Obtain CNET 5200/17, 5200/19, 5200/25 forns from
the CNET Hone Page (www. cnet.navy.ml) or use enclosure (4) and
attachnents A and B to enclosure (6).

14, Responsi bilities. The CO is responsible for the

i mpl ementation and efficient operation of the MCP. The
Executive Oficer will: keep fully informed on the MCP, assi st
the COin ensuring the MCP is fully inplenented and efficiently

operated, and assune responsibility for the MCP in the absence
of the CO

a. Code OOC is the senior official designated as the MCP
coordinator, and will: provide training and technical
assi stance to managers for the MCP, MCA reviews and related
docunentation, and summarize and report results, establish and
maintain a followup systemto nonitor identified deficiencies



NETPDCTI NST 5200. 1

13 CCT Zuiit

and ensure they are fully corrected, prepare annual MCP
Certification Statement for the COs signature, serve as the
activity's point of contact for the MCP and related nmatters,
advi se the CO and other managers on the status of the program
and mai ntain MCP records.

b. Oher nmanagers wll; beconme know edgeable of the MCP in
order to fulfill their responsibilities for inplenenting
internal controls in their areas, establish or revise MP
performance standards for enployees with significant nanagenent
responsibility as scheduled by OOC, maintain conplete
docunentation for each of their work processes (especially in
the area of flowharts and of testing of internal contro
docunentation), and ensure MCP docunentation is retained and is
used for turnover and is properly safeguarded.

¢c. Oher personnel wll support the MCP by providing any
assi stance requested fromtheir respective areas.

2ot

M L. MORAN

Distribution: (NETPDTCI NST 5216. 1Q)
List |

copy to: CNET (Code OOGR)
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MANAGEMENT CONTROL PROGRAM (MCP) FLOWCHART

Process Description: The process by which NETPDTC identifies mission essential work processes (WPs) /
Assessable Units (AUs) in order to determine if vuinerable to abuse and mismanagement.

Process Owner: Jill Gonterman, Code OOC Phone: 452-1001 x 1557

Applicable
Managers
complete
necessary
flowcharts

MCP Coordinator,
Code OOC,

receives

CNET

Identify Command

POCs

Distribute MCP tasking and requirements to cognizant
managers and provide current WP/AU Inventory for review

and updating as appropriate.

processes?

Yes

Have managers/Process
Owners flowcharted work

Has Internal Control & ORM
assessment been performed?

Applicable

managers/Process
| Owner completes

Review & update ‘
new WP/AU
Inventory for
relevancy to

mission & support,
make revisions as
required.

A

Have WPs/AUs

Yes been identified?

No

h 4

Obtain WP/AU

inputs from
Command POCs.

h 4

needed.

Provide training and |
assistance as

i
I
!
|
|
i

Reviews tests/
assessments as

Receives WP
.| flowcharts for

Receive annual MCP Certification |
Statements from Command i

required by CNET verification and Managers & process as required by
guidance. * files. CNET guidance. ‘
A
Prepare Command
annual MCP Cert.
END Statement for

! flowcharts and/or
\ test/assessments.

CO's signature
and submission to
CNET O0OG

Enclosure (1)
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GENERAL | NFORVATI ON - MANAGEMENT CONTROL (MC) PROGRAM
KEY DEFI NI TI ONS

Internal Controls or Managenent Controls. The terns are used
synonnmously. They are the safeguards built into a work process
that ensure resources are used as intended and procedures are

followed as directed. The goal is to achieve the best results at
the | owest possible cost.

Li near Flowchart. A straight-line graphic depiction of a work
process. It displays a sequence of events in the order of
occurrence. Elenments include a starting point, process steps,
deci sion points, and at |east one ending point.

Materi al Weakness. A material weakness exists when a condition
results in a relatively high risk of loss, errors, or irregu-
larities in relation to the assets or resources being nanaged.

Pr of essi onal judgnent, based on applied comobn sense, nust-be used
when determning nmateriality. The factors bel ow should be con-

sidered in deciding whether a particular condition represents a
material weakness.

(1) Actual or potential loss of five percent or nore of
resources (e.g., property, inventory, personnel, etc.).

(2) Actual or potential |loss of two percent or nore of
sensitive resources (e.g., drugs, materials, nunitions
(weapons and ammunition), etc.).

(3) Current or probable Congressional or nedia interest
(adverse publicity).

(4) Inpaired fulfillnment of mssion.

(5) Unreliable information causing unsound nanagenent

decisions (e.g., ten percent or nore which affect
tinmeliness or data error rate).

) Violations of statutory requirenents.
)

Systematic deficiencies regardless of the nmagnitude of
resources invol ved.

) Magnitude of funds, property, or other resources
I nvol ved.

9) Dmnished credibility or reputation of managenent.
10) Deprived the public of needed Governnent services.

(6
(7
(8
(
(

Wirk Processes (WPs)/Assessable Units (AUs). A conbination of
inputs, actions, and outputs characterized by a starting and at

| east one endi ng point. WPs/AUs can be broken down into two broad
categories: (1) mssion and (2) support. Enclosure (3) displays
WPs/ AUs by DON Functional Categories. The inventory is intended

to provide a menu of possible processes to consider in devel oping
a command inventory.

Encl osure (2)
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GENERAL | NFORVATI ON - MANAGEMENT CONTROL (MC) PROGRAM
DON FUNCTI ON CATEGORI ES

1. Research, Devel opnent, Test and Eval uation'. Covers basic
project definition, approval, and transition from basic research
t hrough devel opnent, test, and evaluation and all DD and
contractor operations. involved in acconplishing the project work,
excluding the support functions covered in separate reporting
categories such as Procurenent and Contract Adm nistration

2. Major Systems Acquisition'. Covers itens desi gnated as maj or
systens and that are subject to the procedures of the Defense
Acquisition Board, the MIlitary Services Acquisition Review
Councils, or the Selected Acquisition Reporting System DdD
Directive 5000.1 of 15 March 1996 may be hel pful when evaluating a
weakness for inclusion in this category.

3. Procur enent . Covers the decisions to purchase itens and ser-
vices together with certain actions to award and anend contracts
(e.g., contractual provisions, type of contract, invitation to
bi d, independent Governnent cost estimate, technical specifica-
tions, evaluation and selection process, pricing, and reporting).

4, Contract Adm nistration. Covers the fulfillnment of con-
tractual requirements including performance and delivery, quality
control and testing to meet specifications, performance accep-
tance, billing and paynment controls, justification for contractua
amendnents, and actions to protect the best interests of the
gover nnent .

5. Force Readiness. Includes the operational readiness capa-
bility of conbat and conbat support (both Active and Reserve
conponent) forces, based on analysis of the use of resources to
attain required conbat capability or readiness |evels.

6. Manuf acturing Maintenance and Repair. Covers the managenent
and operation of in-house and contractor-operated facilities per-
formng maintenance and repair of, and/or installation of nodifi-
cations to, material, equipnent, and supplies. Includes depot and
arsenal -type facilities as well as internediate and unit |evels of
mlitary organizations.

7. Supply Operations. Enconpasses supply operations at the
whol esal e | evel (depot and inventory control point) fromthe
initial determnation of material requirenents through receipt,
storage, issue reporting and inventory control (excluding the
procurenment of materials and supplies). Covers all supply
operations at retail level (custoner), including the accounta-
bility and control for supplies and equi pnent of all commodities

"Not applicable to NAVEDTRACOM

Encl osure (2) 2
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in the supply accounts of all units and organizations (excluding
procurement of material, equipnent, and supplies).

8. Property Munagenent. Covers construction, rehabilitation,
expansi on, inprovenent, managenent, and control over real and
installed property and facilities (both mlitary and civil works
construction). Includes all phases of property life-cycle nmanage-
ment from determ nation of need through disposition. A so covers
di sposal actions for all material, equipnment, and supplies,
including the Defense Reutilization and Marketing system

9. Conmuni cations, Security and/or Intelligence. Covers the

pl ans, prograns, operations, systens, and managenent activities
for acconplishing the comuni cations and intelligence m ssions.

| ncl udes safeguarding classified resources but not peripheral
assets and support functions covered by other reporting cate-
gories. Also covers the DoD prograns for protection of classified
i nformati on.

10. Information Technol ogy. This area covers the design, devel op-
ment testing, approval, deploynent, use, and security of elec-
tronic data processing systenms, conputers, and other technol ogies
for processing managenent information. Includes requirenents
justification for equi pnment and software.

11. Personnel and/or O gani zati on Managenent. Covers authori za-
tions, recruitnment, training, assignnent, use, devel opnent, and
managenment of mlitary and civilian personnel of the Departnent of
Def ense; Also includes the operations of headquarters organiza-
tions. Contract personnel are not covered by this category.

12. Conptroller/Resources Minagenent. Covers the budget process,
finance and accounting, cost analysis, productivity and nmanagenent
i nprovenent, and the general allocation and continuing eval uation
of available resources to acconplish m ssion objectives. Includes
pay and allowances for all DoD personnel and all financial nmanage-
nment areas not covered by other reporting categories, including
those in connection with OMB Crcular A-76 (NOTAL).

13. Support Services. | ncl udes all support services functions
financed from appropriated funds not covered by the other report-
ing categories, such as health care, veterinary care, and |ega
and public affairs services. Al non-appropriated fund activities
are al so covered by this category.

14, Security Assistance. Covers nmanagenent of DoD Foreign
Mlitary Sales, Gant Aid, and International MIlitary Education
and Training Prograns.

15. QGher (Primarily Transportation). Al functional responsi-
bilities not contained in the previously noted categories,

i ncl udi ng nmanagenent and use of land, sea, and air transportation
for novenent of personnel, material, supplies, and equi pnment using
both mlitary and civilian sources.

3 Encl osure (2)
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GENERAL | NFORVATI ON - MANAGEMENT CONTRCOL (MC) PROGRAM
TYPI CAL DUTI ES OF MC COORDI NATOR

1. Serves as the command point of contact for the MC Program and
advi ses the commandi ng officer on program status.

2. Provides guidance and works with managers regardi ng annual
requirenents.

3 Provides famliarization training and technical assistance as
needed.

4.  Ensures the command's inventory of Wrk Processes (Wps)/

Assessable Units (AUs) are reviewed and updated by cogni zant
managers.

5. Evaluates Wps/AUs for

rel evancy to the command's m ssion and.
associ ated support.

6. Ensures WPs/AUs are flowharted-and have evidence of an
internal control systemtest and ORM assessnent.

1. Retains copies of command WP/ AU fl owcharts and evi dence of
testing and risk assessnent.

8. Conpil es managenent inputs and prepares the annual Mnagenent

Control Certification Statenent for the conmmanding officer's
signature

9. Tracks the status of reported nateria

weaknesses identified
in the annual Certification Statenent.

Encl osure (2) 4
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ACTIVITY WORK PROCESSES (Wps)/ASSESSABLE UNITS (AUs) | NVENTORY/ MENU

1. FUNCTI ONAL CATEGORY: RESEARCH, DEVELOPMENT, TEST AND EVALUATION (N a)

2.  FUNCTI ONAL CATEGORY: MAJOR SYSTEMS ACQUI SI TION (N a)

FUNCTI ONAL CATEGORY: PROCUREMENT

WORK PROCESS/ ASSESSABLE UNI T COGNI ZANT | NTEREST

Certification of Contractors' I|nvoices for Payment

Contracts other than Small Purchases and other Sinplified Purchase
Procedures and Delivery Orders under Existing Contracts

Contractor Operations and Maintenance (COVS) Contracts (i ncluding
Training Device QOperation and Maintenance)

Contractor Simulator Instructions CSI) Contracts

Credit Cards - Navy Purchase Card

Credit Cards - Travel

Smal | Purchase and other Sinplified Purchase Procedures and
Delivery Orders under Existing Contracts

Procurenent Managerment Revi ews

4. FUNCTI ONAL CATEGORY: CONTRACT ADM NI STRATI ON

WORK PROCESS/ ASSESSABLE UNI' T COGNI ZANT | NTEREST

Aircraft |Internedi ate/ Organi zati onal Maintenance

Monitoring Contractors' Performance and | nspection and Acceptance
of Suppliés and Services

Production Control/Quality Assurance

5. FUNCTI ONAL CATEGCRY: FORCE READI NESS

WORK PROCESS/ ASSESSABLE UNI' T COGNI ZANT | NTEREST

Casualty Report (CASREP)

| mpai red Training

Trai ni ng Readi ness Report (TRAREP)

6. FUNCTI ONAL CATEGCRY: MANUFACTURI NG, MAI NTENANCE AND REPAI R

WORK PROCESS/ ASSESSABLE UNI' T COGNI ZANT | NTEREST

Calibration Program

Ground El ectronic M ntenance

Mai nt enance and Material Managenent (3M

Mai nt enance/ Repai r of Equi pnent (including mnor property
Mai nt enance)

Trai ning Devices

7. FUNCTI ONAL CATEGORY: SUPPLY OPERATI ONS

WORK PROCESS/ ASSESSABLE UNI T COGNI ZANT | NTEREST

Avi ation Depot Level Repairables (AVDLRs)/DLRs

Avi ation Fuels Managenent and Accountability (including recycling
petrol eum products and retail fuel operations)

Encl osure (3)
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. FUNCIT ONAL  CATEGORY:  SUPPLY  OPERATT ONS

VORK PROCESS/ ASSESSABLE  UNI'T

COGNI ZANT I NTEREST

Food Service/ Subsi stence

[ nventory Managenent (including physical inventory)

Material Turned into Stores (MITYS)

M CRO Shipboard Non-Tactical ADP Program (M CROSNAP)

Storage and V@rehousing (including pre-expended bins,

store (RSS), retail self service store (SERVMART), shelf life
nmaterial, Shop stores, and spare parts managenent)

ready supply

Supply Managerment (including material requisitioning,

. i ssue,
receipt)

Uni form Tssue/ d ot hing

8. FUNCTI ONAL CATEGORY: PROPERTY MANAGEMENT

WORK PROCESS/ ASSESSABLE  UNI'T

COGNI ZANT

| NTEREST

Acquisition and Installation of Property

Aircraft and Engine Accountability

Aviation Cothing, Supplies and Equi prment

Aviation Safety Reporting

Configuration Managenent (TTE & Devices)

Contractor Purchased Equi pment/ Gover nment Fur ni shed
Equi pment / Mat eri al / Property

Defense Reutilization Managenent O fice (DRMD

Environnental Conpliance Evaluation (ECE) Auditing Program
(including Environnental and Natural Resources Managenent)

G ound Support Equi prent

G ounds and Custodial Services

Hazardous Material Control Program

Housi ng Managenent

Individual Material Readiness List (INMRL)

Material Handling Equi pnent

M nor Property

M ssing, Lost, Stolen or Recovered (M.SR) System

Personal Property

Plant Property (classes 1 & 2)

Pllant Property (classes 3 & 4)

Preci ous Metal Recovery

Speci al Purpose Electronic Test Equi pment (SPETE)/ Gener al

Pur pose
El ectronic Test Equi prent (GPETE) and ot her Test Equi pnent

Technical Training Equipnent (TTE) (including repair parts)

Tool Accountability and Control

Training Aids and Devices (non-audiovisual)

Visual Information (VI) Program

Encl osure (3) 2
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9. FUNCITONAL CATEGORY. COVMINI CATTONS, SECURI TY ANDJ OR [ NTELLT GENCE

WORK  PROCESS/ ASSESSABLE  UNI T COGNI' ZANT
Arnms Control and Security

[ NTEREST

'mformation and Personnel Security Program (including classified
nmaterial and nessage control)

MTitary Wrking Dog Program
Navy Brigs

Operations Security

O dnance/ Veapons NManagement

Physical Security/Law Enforcement/Patrol Operations
Tel ephone Billing and Collections
Tel ephone Services and Usage

10. FUNCTI ONAL  CATEGORY: T NFORVATI ON TECHNOLOGY

WORK PROCESS/ ASSESSABLE UNI T COGNI ZANT | T NTEREST
ADP Equi pment/Inventory Reporting (including Uilization)
ADP Life Cycle Mnagenent
ADP Tral ni ng

Automated Information Systems (AlS) Developnent (including design,
i npl enent, and nai nt enance)

Al'S Security

I nformati on Managenent/ Technology (IMIT)

Requirenents Determnation and Feasibility Studies

Sof tware Devel opnment and Procurenent

Systens/ Applications Control

Video - Conferencing

Video - Teletrailning

Word Processing

11.  FUNCTI ONAL CATEGORY:  PERSONNEL AND OR ORGAN ZATI ONAL MANAGENMENT

WORK PROCESS/ ASSESSABLE UNI'T COGNI ZANT | | NTEREST

Aircraft Ml ntenance Tech Tralning (NAMIRAGRU)

Aviation Accident Investigation and Reporting

Aircraft Maintenance Tech Training (Procedures for Monitoring
Fi nanci al Executi on)

Aircraft Mintenance Training Inprovenent Program

Aircraft Maintenance Training Requirements Review

Apprentice Tralning

Awards - Cvilian

Awards - Mlitary

Bachel or Quarters Managenent

Basic Instructor Tralning

3 Encl osure (3)
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11. FUNCTI ONAL CATEGORY: PERSONNEL AND/ OR  ORGANI ZATT ONAL  VANAGENVENT
WORK  PROCESS/ ASSESSABLE UNI' T COGNI ZANT

Broadened Opportunity for Oficer Selection and Training (BOOST)
Gviltan Personnel Admnistration: Enployee Relations

' NTEREST

Cvilian Personnel Adm nistration: Enpl oynent (i ncluding
pronotion and internal placenent)

Gviltan Personnel Adm nistration: Performance WMnagenent

(including performance appraisal review system and | abor
performance standards)

Gvilian Personnel Administration: Retirenent

Changi ng Requirenments Process

Conmand Managed Equal Opportunity (CMEQ Tor MTitary
Course Accreditation Program

Curriculum Developnent, Mintenance Review and Control
Curricul um Devel opnent, Training

Curriculum Management (Functional Conmmanders and Curricul um
Control Authority)

Defense Acquisition Wrkforce Inprovenent Act (DAWA)
Direct Comm ssion Oficer Indoctrination Course

D saster Preparedness Program

Diving Safety

Distributed Learning (including Navy Correspondence Courses)
Drug/ Al cohol Prograns - Cvilian

Drug/ Al cohol Programs - MIlitary

Education and Trai ni ng Managenent Subspecialty (ETMS)
Ef ficiency Review

El ectronics Safety

Enlisted Education MIitary Advancenent Program
Enl 1 sted Comm ssioning Program

Enlisted Navy Training Requirenent Reviews (NTRRs)
Enlisted Training Program Managers/Specialists

Equal Enploynent Opportunity (EEO Prograns
Expl osive Safety

FeasibilTity Study

Fam |y Advocacy Program

Fam |y Services Center

Federal Enpl oyees Conpensation Act (FECA)
Federal Enployees Group Health Insurance
Fire-fighting Certification

Fl eet Feedback/Li ai son

Flight Training (including simulators) - Enlisted
Flight Training (including simulators) - Oficer

Encl osure (3) 4



it 11 Ui wiitJsg 1 VeV es

13 0CT 2000

11. FUNCTI ONAL  CATEGORY: PERSONNEL AND/ OR  ORGANI ZATI ONAL  MANAGEMENT

WORK PROCESS/ ASSESSABLE UNI'T

COGNI ZANT | | NTEREST

Forergn Exchange Training M dshipmen Program

General MTitary Training (GWVI)

Ceneral Safety Tralning

Heal th and Physical Readi ness

I n-service Trailning

Inter-service Training Review Oganization (ITRO

Instructor Certification/Evaluation/UtilT1zation/ Recognition

Instructor of the Year (I10Y) Program

Infegrated. Logistics support (T1L9)

Job Oriented Basic Skills (JOBS)

Laser Safety

Ceadership Training

Cibrary WNaterrals/Services

Manpower Control,. Ceilings and Strength Rating

Master Training Specialist Program

MTitary Leave Accounfing

MTitary Personnel Adm nistration

Naval Junior Reserve Oficers Training Corps (NJROIC)
(Headquarters Staff)

Naval Reserve O ficers Training Corps (NROTC) (Headquarters Staff

Navy Advancenent Exam nations

Navy QGvilian Personnel Data System

Navy MTitary Training (NM)

Navy National Apprentice Program (NNAP)

Navy Occupational Safety and Heal th (NAVOSH)

Navy Training Master Planning System (NTMPS)

New Platform Acquisition Program

O ficer Candidate School

O ficer Indoctrination School

Oficer Short Course Program

Organi zational Structure

Pass/Decal Operations/Vehicle Registration

Personal Excellence Program

Personnel Qualifications Standards

Positi on Managenent Program

Quota Control

Radi ati on Safety

Rate Trail ning

Encl osure (3)
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“11. FUNCITONAC CATEGORY:  PERSONNEL ANDJ OR ORGANI ZATT ONAL MANAGEMENT
WORK  PROCESS/ ASSESSABLE UNI' T COGNI ZANT | NTEREST

Recruit Division Conmpany Commander Tral ning

Recruit Training

School house Managerment (Course Level)

School house Reengi neering

Shi pboard Trai ni ng Enhancenent Program (STEP)

Smal I Arns Ranges

Specialized Skills Contract Oversight

Standards of Conduct - Civilian

St andards of Conduct - Mlitary

St udent Managenent (including Attrition Data and Control, and

Pl anned vs Actual Student |nput)

Surface Warfare Training - Enlisted

Surface VWarfare Training - Oficer

Technical Audits

Technical Publications

Training Evaluation and Quality Assurance

Training Excellence Award

Training and Career Development (including Upward Mbility
Program

Training Safety

Traffic Safety

Undersea Warfare Training - Enlisted

Undersea Warfare Training - Oficer

Wage and dassification
12. FUNCTIONAL CATEGORY:  COVPTROLLER/ RESOURCES  MANAGENVENT

WORK PROCESS/ ASSESSABLE UNIT COGNI ZANT | | NTEREST

Accounting (1ncluding Contingent Liabilities and Adjustnments to
(bl i gations)

Budget Execution

Budget Formul ation

Cvilian Tinmekeeping and Payroll

Fl'ight Hour Planning Factors

Oficial Representation Funds

POM Devel opnent

Travel

Encl osure (3) 6
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13. FUNCTT ONAL ~ CATEGORY: SUPPORT SERVI CES
SUBFUNCTI ON A ADM NI STRATI VE  SUPPORT

WORK  PROCESS/ ASSESSABLE  UNI'T

COGNI ZANT

| NTEREST

Adm nistrative Services (filing, reports, tracking, etc.)

Mai | Managenent

Management Control Program

Public Affairs Program

Repr ogr aphi cs/ Printing

13. FUNCTI ONAL  CATEGORY: SUPPORT SERVI CES
SUBFUNCTI ON  B. AUDI T

WORK PROCESS/ ASSESSABLE UNI T

COGNI ZANT

| NTEREST

Audit Fol | ow-up/ Li ai son

Command Eval uation Program

Command | nspection Program

Integrity and Efficiency Program

I nvestigations (i.e., Hotlines)

Local Audit Function

13. FUNCII ONAL CATEGORY:  SUPPORT  SERVI CES

SUBFUNCTI ON C. FACI LI TIES AND/ OR BASE MAI NTENANCE

WORK PROCESS/ ASSESSABLE UNI'T

COGNI ZANT

| NTEREST

Annual Inspection Summary (AlS)

Base Mai ntenance (i ncluding housing)

Base Operating Support

Bui I ding I nspection Program

Comercial Activities Program

Emer gency Service/ M nor W rk Requests

Ener gy Conservation Program

Engi neeri ng

Facilities Requirenments/Managenent

Fire Protection and Prevention Prograns (including equipnent)

Fleet Real Property Mintenance (RPM Readiness Condition Criteria

Host/ Tenant Relations (inter-service and intra-service)

Land Space Managenent and Utilization (real estate)

Mai nt enance of Real Property

Mai nt enance Service Agreenent/Contracts

MTitary Construction (M LCON)

Navy Resource Recovery and Recycling Program

Pllanning and Estimating

Self Help

Speci al Projects

Uilities Managenent

Encl osure (3)
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13. FUNCTI ONAL CATEGORY: SUPPORT SERVI CES
SUBFUNCTI ON D. LEGAL

WORK PROCESS/ ASSESSABLE UNI T

COGNI ZANT

| NTEREST

Admi ni strative Separation

Contract Review Qains Related Litigation
Courts Martial

Ethics - Financial Disclosure Report Review - Qvilian

Ethics - Financial Disclosure Repori Review - MTlitary

Freedom of Information Act/Privacy Act

Judge Advocate Ceneral Manual (JAGVAN) Tnvestigation Review

Litrgafion (other than confractuarl)

Non- Judi ct al  Puni shment

13.  FUNCITONAL CATEGORY.  SUPPORT SERWI CES
SUBFUNCTI ON_E. _ MEDI CAL

WORK PROCESS/ ASSESSABLE UNI T

COGNI ZANT

| NTEREST

VEdi cal / Legal and Legal R sk Managenment

13. FUNCTI ONAL CATEGORY: SUPPORT SERVI CES
SUBFUNCTI ON F. MORALE, WELFARE AND RECREATI ON

WORK PROCESS/ ASSESSABLE UNI T

COGNI ZANT

| NTEREST

Child Devel opnent Program

CGviltan Enployee Mrale, Wlfare and Recreation

G ubs and Messes Qperations

Common Support Services

Navy Recreation, Athletics and Hone Safety (RAHS) Program

Non- appropriated Fund Accounting

Personnel Support Equi prment (PSE)

Private Organizations

13.  FUNCITI ONAL CATEGORY:  SUPPORT SERVI CES
SUBFUNCTION G RELI Gl QUS

WORK PROCESS/ ASSESSABLE UNI T

COGNI ZANT

| NTEREST

Chapl ai n Professional Devel oprent

Command Religious Program

Free Exercise of Religion

Rel i gious O fering Funds

Sui ci de Prevention

13. FUNCTI ONAL CATEGCORY: SUPPCRT SERVI CES
SUBEUNCTI ON _H. DEFENSE _ACTI VI TY FOR NON TRADI Tl ONAL

EDUCATI ON _SUPPORT

WORK PROCESS/ ASSESSABLE UNI T

COGNI ZANT

| NTEREST

Certification Prograns

Counsel or Support

Di stance Learning Program

Exans Program Operations

Encl osure (3) 8
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13. FONCIT ONAL  CATEGORY: SUPPORT  SERVI CES
SUBFUNCTI ON H. DEFENSE ACTIVITY FOR NON-TRADI Tl ONAL EDUCATI ON SUPPORT

WORK  PROCESS/ ASSESSABLE  UNI'T COGNI ZANT | NTEREST
I'nstructional Delrvery Technol ogy

Reference Publications

Training for Fleld Educafion Personnel

Troops to Teachers

Tuition Assistance Rei nbursenent

14. FUNCTT ONAL  CATEGORY: SECURI TY  ASSI STANCE
WORK  PROCESS/ ASSESSABLE UNI'T COGNI ZANT I NTEREST

Cost Analysis (Security Assistance Priclng)

DAD Tnformational Program (TP) Funds

Foreign MTitary Sales/Training

Forergn MTitary Sales/Training (Foreign Visits Program

Foreign MTitary Training, Delivery Reporting/Relnmbursemnent

International MIlitary Training
Release of Classified Material 1n Curriculum Sal es

15. FUNCTI ONAL CATEGORY: OTHER
SUBFUNCTI ON A TRANSPORTATI ON

WORK  PROCESS/ ASSESSABLE UNI'T COGNI ZANT | NTEREST
Duty/ Staff Vehicles

Vehicle Tnventory Control

Vehi cl e Mai nt enance

Vehicle Utilization

9 Encl osure (3)
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| NTERNAL CONTROL SYSTEM TEST AND OPERATI ONAL RI SK MANAGEMENT (ORM) ASSESSMENT
1. Work Process/ Assessable Unit:
2. \y(s) tested?

( ) Performed a physical inspection or
wal k-t hrough of the process

( ) Reviewed docunents

() Interviewed cogni zant managers

( ) Evaluated data

3. Test Results YES NO
a. Does the flow chart reflect the process? () ()
b. Is the process producing intended results? () ()

c. Are protections against fraud, waste, abuse,
and ni smanagenent practices adequate? () ()

d. Are laws and regul ations followed? () ()

e. Is the process effective, efficient, and
econoni cal ? () ()

f. Has an Qperational Ri sk Managenent
Assessnment been conpl eted? (Refer to

OPNAVI NST 3500. 39, encl (1)) () ()
(1) Hazard Severity: (Check one)
Category | () () () IV ()
(2) Mshap Probability: (Check one)
Sub-category A( ) B () C () D ()
(3) Risk Assessment Code (RAC): (Check one) 1 - Critical ()
2 - Serious ( )
3 - Moderate ( )
4 - M nor ()
5 - Negligible ()

g. Are the internal controls acceptable for reducing risks?
YES ( ) NO ( )

4. For any "no" response above, indicate the remedial action planned and
expected conplete date:

5. Does this process warrant reporting to higher authority as a

material weakness? YES () NO()
6. Tested by: Dat e:
(Process Oaner or Manager/ Code)
7. Reviewed Signatures: Suprv.: Dat e:
Revi ewed by DH SA: Dat e:

CNET FORM 5200/ 25 (Rev 12-99)
(Modified NETPDTC, 7-00) (Encl osure 4)
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| NTERNAL CONTROL SYSTEM TEST AND OPERATI ONAL RI SK MANAGEMENT ASSESSMENT

1. Wirk Process/Assessable Unit: Curricul um Devel opnent

2. \Way(s) tested? [X] Perforned a physical inspection or wal k-
through of the process.
[ ] Reviewed documents.
[ 1 Interviewed cogni zant managers.
[ ] Evaluated data.

3. Test results YES NO
a. Does the flowhart reflect the process? (X []
b. Is the process producing intended results? (X []
c. Are protections against fraud, waste, abuse, and
m smanagenent practices adequate? (X [ ]
d. Are laws and regulations followed? [X] [ ]
e. Is the process effective, efficient, and econom cal ? (X []
f. Has an Operational R sk Managenent Assessment been
conpl eted? (Refer to OPNAVINST 3500.39, encl. (1)) [X []
(1) Hazard Severity: (check one) Category 1 [ ] 11 [ ] 111 [1 IVIX

(2) Mshap Probability: (check one) Sub-category A[ ] B[ ] C[ ] DI[X

(2) Risk Assessnent Code (RAC): (check one) 1 - Critical []
2 - Serious [ ]
3 - Moderate [ ]
4 - Mnor [ ]
5 - Negligible [X

g. Are the internal controls acceptable for reducing risks? YES [X] NOJ[ ]

4,  For any "NO' response above, indicate the renedial action planned and

expected conpletion date. No renedial action is necessary. The controls are
solid as found during the testing.

5. Does this process warrant reporting to higher authority
as a material weakness? YES[ ] NO[X

2 'T‘Eﬂ b e 2
6. Attested to by: . M W g?r?a/n]t Dat e: 12/ 10/ 99

CNET 5200/ 25 (Rev. 12-99) 2
Encl osure (5)



iEéPPDTCINST 5200.1
OCT 2000
SAMPLE & EXANPLE:
NETPDTC DH SA MANAGEMENT CONTROCL
CERTI FI CATI ON STATEMENT

From Responsible Oficial (DH SA)
To: Next higher level in the chain of command (CO

Subj:  MANAGEMENT CONTROL CERTI FI CATI ON STATEMENT FY_

Ref : (a) ONETINST 5200.6C
(b) CNETNOTE 5200 of

Encl : (1) Major Acconplishnents (See Attachnent_)
(2) Material Waknesses (See Attachnent_)
(3) Status of Corrective Actions (See Attachment )

1. | have taken the necessary neasures to ensure that
the systemof internal controls in effect during
Fiscal Year (current FY) within (Departnent) has been
eval uated in accordance with references (a) and (b).
Maj or acconplishments are discussed in enclosure
(1) (enclosures 1, 2, & 3 if applicable).

2. (Make ONE of the follow ng statenents)

| have reasonabl e assurance that nanagenent controls
are in place and operating effectively. The

obj ectives of the Federal Managers' Financi al
Integrity Act were achieved. (or)

| have reasonabl e assurance that nanagenent controls
are in place and operating effectively, except for
the material weaknesses di scussed in enclosures (_)
and (_). The objectives of the Federal Managers'
Financial Integrity Act were achieved.  (or)

| do not have reasonabl e assurance that controls are
in place and working effectively, as discussed in
enclosures () and ( ). However, renedial action
Is being taken to ensure conpliance with the

obj ectives of the Federal Mnagers' Financi al
Integrity Act.

Encl osure (6)
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13 OCT 2000

3.

| nformation to support the certification statenent
was derived from process anal yses, audits,

i nspections, investigations and other nmanagenent
information, such as know edge gained fromdaily
operations of programs and functions.

Si gned by DH SA

Dat e

| have added or deleted the followi ng Wrk Processes
(WP) / Assessabl e Units (AU) that are applicable under
ny cogni zance for FY

Wrk Processes:
Add:

Del et e:

List all Wrk Processes, Oaners/Manager nanes, rank
or grade and phone nunber of the individual
responsible for this WP function.

WP/ AU WP Owner: Print Rank/ Grade Phone #

(Encl osure 6)
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EXAVPLE: DH SA MCP CERTI FI CATI ON

From
To:

Subj :

Ref :

Encl :

C. E WMatt, Dept. Head, N8
Commandi ng O ficer NETPDTC

MANAGEMENT CONTRCOL CERTI FI CATI ON STATEMENT FYO0O

(a) CONETINST 5200.6C
(b) CNETNOTE 5200 of

(1) Major Acconplishnments (See Attachnment )

I have taken the necessary neasures to ensure that
the system of internal controls in effect during

Fi scal Year 2000 within the Resources

Managenent/ Conptrol l ers Departnent have been
evaluated in accordance with references (a) and (b).
Maj or acconplishnments are discussed in enclosure (1)

I have reasonable assurance that nanagenent controls
are in place and operating effectively. The
objectives of the Federal Managers' Financi al
Integrity Act were achieved.

Information to support the certification statenent
was derived from process analyses, audits,

i nspections, investigations and other nanagenent
information, such as know edge gained from daily
operations of prograns and functions.

Si gned by DH SA

Dat e

Encl osure (6)
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4. | have added or deleted the followi ng Work Processes
(WP)/ Assessable Units (AU) that are applicable under
ny cogni zance for FYO0O:

Wrk Processes:
Add: Credit Cards

Del et e:

5. List all Wrk Processes, Omners/Mnager nanes, rank
or grade and phone nunber of the individual
responsible for this WP function.

WP/ AU WP Owner: Print Rank/ G ade Phone #
Credit Cards Stein Asbjornsen GS- XX 2- 1337
Gvilian Awards Victoria Knight _G5- XX 2-1088
Cv. Tinekeeping M ke Krieger GS- XX 2- 1330

Process .
Contract Myt. Ji m Coppenger GS- XX 2- 1306
4

(Encl osure 6)
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T50CT z000

MAJOR ACCOVPLI SHVENTS

1. General Information.

a) Command/ Activity: uc

Depart nent :

(
(b)
(c) Functional Category:
(d) Work Process (WP)/Assessable Unit (AU):
(e) Point of Contact:

2. Major Acconplishnents.

~Discuss major steps taken to promote a control-conscious environnent within the
activity, or measures to strengthen internal controls:

Attachnent A
Encl osure (6)

ONET 5200/19 (Rev. 12-99)
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P i

MATERI AL WEAKNESS
OR STATUS OF CORRECTI VE ACTI ONS

COVWPLETE ONLY APPLI CABLE AREAS

1. General |Information.

a) Command/ Activity: uc

Depart nent :

Functional Category:

Wrk Process (W)/Assessable Unit (AU):

(
(
(
(
(

Point of Contact:

2. Mterial Wakness or Status of Corrective Actions.

(a) Title of Material \Wakness:

(b) Description of Material \Wakness and inpact on operations:

(c) Source enployed to identify material weakness (process analysis,
audit finding, inspection, “investigation or management studies).
(1) Source
(2) Date ldentified:

d Oo rective Actions: [ ] Conpleted ( Date 1
(d (Check applicable [} Pe% ng Est etion )
det ai | [ 1 Not correctable at thls IeveI

box
ac t|ons and nmust correct and why.)
m | estones bel ow.)

(e? Expl ain the nethodology that will be (has been) enployed to certify
the effectiveness of the corréective actions:

Estimated Date of Certification:

Attachnent B
Encl osure (6)
CNET 5200/ 17 (Rev. 10-93)




